|ASUMMETRIC. 1KEY _EN CRYPTION |

progLem : Alice dorent houe
0 woy of Verifying that
Bob is the one smdinJ

het messoats ‘

PKa ,SKa PKe, SKe
\ IGNATY
we add @ PKISK key pair sa eachside
thot we coll twe “verify ™ (poblic)
and “sign” Keys.
SCHEMA Verify Key
* KeVuENO) >  (v,S)
© SlaN (M) <— ONLY AUTHOR CAN SIGN
© VERIFY, (M, SIG) & AnvenE may veawry
/\ Mdlga a Message
Lek Ee be Bob!s public encryplion key-
Encryption Keypair: Eek,Esx  (or, Ea + D) Alice sends
hothenticahon Keypair: Vy , Sp

Es (M) | H(Sa,Eg M)
Bdo computes Verify (Vas H(Sh,EaCM)))
T4 checks oot, thea Bob omeputes De(Ce™)) =M

(verify + sign keys)

CmeSSAGE AUTHENTICATION (aDES
MAC'S are the Symmetric —xey olternative 4o b.a'\k\ Q{af\o.\-»res,
These ore

"keEVES cuecrsuMS’ that oalyHhose W] +he shaced Ky moy comeute.

SCHEMA,

¢ KEVLENO = K
« SILN(K,MY>T ("'\_o.a")

* NERIFY - compute t0g, check it match

K encrypHon key

WV

HN" MAL KQ\'

N

M= “Hi There" M= DgE(C)
€= EgM) (e, T) s Tz SN, ()
T= SILN, (CD

1€ T =T ,¥hen we're good'.



[ Examee: RSP enceyetioN |

SCHENA,
* KEYGENLY = Pick avondom pair of large primes @9,
Let N= pq
let e= any aumber celatively prime 4o Cp-1ICQ-1
Bob's Public key: (N ,e)

Bob's Secret Key: d= Taverse of e mod (p-1eg-1)
e
-EncworP(m : C =M mod N
LY

d
* DecryeT, (¢): M= C wmed N

LEXTENSION . RSA SLQMATUE Ss
For this class,we fix e=3,
ScHEmp

* KENGENC) = Some as Abeve

o
. S\QUSK(M) > H(M) Mmod N

3
T VERPY,, (M,50L) > %TRUE WY = SIG mod A
FALSE  otherusse



