
 

1asymmetrickeyencryption

problemAlicedoesn'thave
awayofverifyingthat

µ Bobistheonesending µ
1 hermessages A

pka.sk PKBskis

IDiaraisianaiurest

weaddaPriskkeypaironeachside
thatwecallthe verify public

and sign keys

schema g
verifykey
signkeyKevin v s

Siancm onlyauthorcanshew
VERIFYMSIG anyonemayverify

to
A sendingamessage

LetEBbeBob'spublicencryptionkey
Encryptionkeypair ErkEsr CorEa Dal Alicesends EBCM IHcsaEBCM
authenticationkeypairVaSa verify signkeys Bobcompotes verifyVa HCSAEBCM

If checksoutthenBobcomputes DiBCEBCm M

imessn.aeauthenticationcooed
Mac'sarethesymmetrickeyalternativetodigitalsignatures

theseare Keyeschecksums thatonlythosewithesharedkeymaycompute

schema
KEHEN k
SlavikM T Tag
verify computetagcheckitmatch

Keencryptionkey

µ KmMackey µ
n n

m HiThere M D cc
c E CM Cit T SIGN.emic

Fslankmic 1ft t thenwe'regood



1Example Rsaencryption1
schema

akeyaenes pickarandompairoflargeprimesp q
LetN pq
Lete anynumberrelativelyprimeto cpneeis
Bob'spublickey en e
Bob'ssecretkey D Inverseof emodcpnegis

EncryptM c memodNpi

d
Decrypts c M CmodN

1ExtensionRsaskenaturest
Forthisclasswefix e 3

seriema

keyaenc sameas Above

siancan Handmodnsie

VERIFYcmsia TRUE if HCM Sla3modn
FALSE otherwise


